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1
Decision/action requested

Approve the pCR to TR 33.875 [1] below.
2
References

[1]
3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)".
3
Rationale

This contribution proposes a resolution of the Editor's Note in Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios.
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[3]
3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".

[4]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[5]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3"

[6]
3GPP TS 29.510: "5G System; Network function repository services; Stage 3".

[7]
3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 3".

[8]
GSMA NG.113: "5GS Roaming Guidelines"; https://www.gsma.com/newsroom/wp-content/uploads/NG.113-v6.0.pdf.

[9]
3GPP TS 29.573: "5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3".
[xx]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services"
*** NEXT CHANGES ***

5.3
Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios

5.3.1
Key issue details

"Subscribe-Notify" NF Service illustration 1 specified in TS 23.501 [3], clause 7.1.2, allows one NF (e.g., NF_A) to subscribe to notifications of NF producer (e.g., NF_B). The subscription request includes the notification endpoint (e.g., the notification URL) of the NF Service Consumer. In this scenario, NF_A subscribes the service of NF_B for itself. 
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Figure 5.3.1-1: "Subscribe-Notify" NF Service illustration 1 (non-delegated scenario)

"Subscribe-Notify" NF Service illustration 2 specified in TS 23.501 [3], clause 7.1.2, allows one NF (e.g., NF_A) to subscribe the service of NF producer (e.g., NF_B) on behalf of another NF (NF_C), in which the notification URI of NR_C is included. It means the NF_C will receive the notification message even though the subscribe request is sent by NF_A. 
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Figure 5.3.1-2: "Subscribe-Notify" NF Service illustration 2 (delegated scenario)
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e., Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. Here the location report of the UE is one of the potential event reports, which can be provided by the AMF during in the above procedure. It means that the UE location report will be transmitted to the NF_C according to the subscribe request sent by NF_A.

Another case where delegated subscribe-notify is used is in the context of analytics exposure via DCCF and using MFAF, see clauses 6.1.4 and 9 of TS 23.288 [xx]. Authorization of this scenario is described in Annex X of TS 33.501 [2].   

Authorization for the subscribe-notify scenarios is not described explicitly in TS 33.501 [2]. However, it is described in clause 6.7.3 of TS 29.500 [5]: "For request/response semantics service operations and for the subscribe and unsubscribe operations of subscribe/notify semantics service operations, an NF service consumer may use OAuth 2.0 for the authorization of the API access, based on local configuration." Further: "For the notify operation of subscribe/notify semantics service operations, in this release of this specification OAuth 2.0 access token is not used."

5.3.2
Security threats

Sensitive information in the notification could be disclosed to an unauthorized entity.

An NF could receive unwanted notifications, leading to a denial of service.

The sender of the notification could be misled to disclose information to an NF in a different PLMN that the sender is not permitted to disclose to that PLMN.



5.3.3
Potential security requirements
The 5G system should mitigate information disclosure of sensitive information to an unauthorized entity.

The 5G system should mitigate denial of service due to unwanted notifications.

The 5G system should mitigate misleading an NF to disclose information to an NF in a different PLMN that the sender is not permitted to disclose to that PLMN.




*** END CHANGES ***
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